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EK Interactive Innovations Ltd Privacy Policy – Self-Health Kiosk 

• Introduction 

• What types of personal data are processed 

• What is the legal basis for processing 

• How is the data protected 

• How long is the data stored 

• How are data subject rights met 

• Contact us 

Introduction 

Here at EK Interactive Innovations Ltd we understand that your privacy is important to you 

and that you care about how your personal data is used and shared. The EK Self-Health 

Kiosk has been developed whilst following best practice data security and privacy principles. 

This policy sets out why and how personal information is processed and stored. 

Please read this Privacy Policy carefully and ensure that you understand it.  

In this Policy, the following terms shall have the following meanings: 

 

“personal data” Personal data is defined by the General Data Protection 
Regulation (EU Regulation 2016/679) (the “GDPR”) as 
‘any information relating to an identifiable person who 
can be directly or indirectly identified in particular by 
reference to an identifier’. 

Personal data is, in simpler terms, any information about 
you that enables you to be identified. Personal data 
covers obvious information such as your name and 
contact details, but it also covers less obvious 
information such as identification numbers, electronic 
location data, and other online identifiers. 

and 

“We/Us/Our” Means EK Interactive Innovations Ltd, a limited 

company registered in England under company number 

13281982, whose registered address is Units 1&2 The 

Croft, Buntsford Business Park, Buntsford Drive, 

Bromsgrove, Worcester, B60 4JE 

 

What types of personal data are processed? 

The EK Health Kiosk is a touchscreen kiosk installed into the GP practice which integrates 
directly with the clinical system. Patients within the individual GP surgery log-on to the kiosk 
to complete specific health questionnaires and take measurements on the available medical-
grade peripherals (blood pressure, BMI, oxygen saturation), this information is SNOMED 
coded onto their patient record. A customisable alerts system is available so that GPs can 
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be alerted if certain thresholds are breached e.g., high blood pressure alerts. No data is 
stored on the kiosk, it is viewed in the patient record by GPs and clinical staff. 

The following personal data is processed: first name and surname, date of birth, postcode, 
answers to health questions and vital signs measurements. This data is used as reference 
material to help healthcare professionals use their knowledge to make clinical decisions. 
This data is cached on the kiosk for the duration of the patient session and then discarded. 
Patients are asked for their consent for their data to be transferred to their patient record 
when they log on to the kiosk.  

What is the legal basis for processing? 

Under the General Data Protection Regulation (GDPR), organisations can only process 

personal data if there is a lawful basis for doing so. Where the Self-Health Kiosk is installed 

and used, the healthcare organisation (e.g GP Surgery) is the data controller, and EK 

Interactive Innovations Ltd is the data processor for the healthcare organisation.  

The legitimate relationship for processing the data is the Performance of a contract; the data 

processing activity is necessary to perform a contract with the GP surgery to transmit 

medical data without change and to provide reference information to help a Healthcare 

Professional to use their knowledge to make a clinical decision. The patient users of the 

kiosk are also asked for their Consent – when the patient walks up to the kiosk, they are 

greeted with a welcome screen to invite them to use the kiosk; to use the kiosk they need to 

agree to a consent message stating that the information they input will be made available to 

their GP. They will then log on to the kiosk using their first name, surname, and date of birth. 

In the unlikely event of this information matching more than 1 patient, an additional postcode 

question will be asked.  

The data will only be accessed by Healthcare Professionals registered to use the Patient 

Administration System at the individual GP practice where the kiosk is sited. Data is cached 

on the kiosk during a patient session and then discarded. No data is available to view by EK 

Interactive Innovations Ltd. No third party suppliers will be able to access the data extracted 

via the API. 

How is the data protected? 

All data is protected following industry best practice with regard to access controls and 

encryption. The kiosk is subject to penetration testing to ensure that controls are adequate.  

For how long is the data stored? 

Data is not stored by EK Interactive Innovations Ltd. It is temporarily cached on the kiosk for 

the duration of a patient session and then discarded.  

How are data subject rights met? 

As a data subject, a kiosk user has the following rights under the GDPR, which this Policy 

and Our use of personal data have been designed to uphold: 

• The right to be informed about Our collection and use of your personal data. This Privacy 

Notice should tell you everything you need to know, but you can always contact Us to find 

out more or to ask any questions. 
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• The right of access to the personal data we hold about you; We do not have access to the 

personal data that you enter via the kiosk. A request should be made to your healthcare 

organisation as the data controller.  

• The right to rectification -  If you note any information that is inaccurate or incomplete you 

can make a request to your healthcare organisation for this to be changed. 

• The right to be forgotten – This is not relevant. We do not have access to your personal 

information.  

• The right to restrict (i.e. prevent) the processing of your personal data; If you wish to make 

a request to restrict the processing of your data, you can make a request to your healthcare 

organisation that this is actioned. 

• The right to data portability - If you wish your personal data to be transmitted, you can 

make a request to your healthcare organisation that this is actioned. 

• The right to object to Us using your personal data for particular purposes; and 

• Rights with respect to automated decision making and profiling – Not relevant. We do not 

use your personal data in this way. 

 

How to contact your healthcare organisation? 

If you have any queries about this policy you can contact us by emailing 

support@ekinteractive.co.uk , telephoning 01223 812737 or using the live chat box on our 

website https://www.ekinteractive.co.uk/  
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